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Why is information security awareness 
necessary?

The University of North Carolina at Chapel Hill protects its data network from 

thousands of daily intrusion attempts, but technical protections alone are not 

sufficient.

Students and Employees are the most important component in protecting the 

confidentiality, integrity and availability of University information by following 

safe computing practices.

This training will review security awareness concepts. It will explain how our 

most serious threats directly affect you and how you can help protect yourself 

from them.



How to obtain Help

You may have local technical support staff to contact with questions. If not, 

everyone at Carolina is welcome to contact the ITS Service Desk whose 

professionals will either answer your question or route you to the right person 

for support.

ITS Contact Information

ITS Service Desk at https://help.unc.edu/

By phone, by call us at (919) 962-HELP (4357) or

toll-free by calling 1-866-962-4457.

http://help.unc.edu/
https://help.unc.edu/


About this module

In this module, you will learn:

1. How to identify sensitive information

2. How to report an information security incident

3. Tips for protecting your sensitive information

• Use safe password or passphrase habits

• Recognize phishing when you see it

• Beware of 2-Step workarounds

• Maintain and update your computer’s security settings

• Securely access the UNC-Chapel Hill data network for remote work

• Beware of insider threats



What is sensitive information?

Sensitive information is protected by law and/or University policy.

Examples of sensitive information include:

• Full Social Security numbers (SSN)

• Credit card numbers and bank account 

information

• Driver’s license numbers

• Passport numbers

• Medical information with names or other 

identifying information

• Sensitive research

• Passwords

For more information on data classification, visit:

https://policies.unc.edu/TDClient/2833/Portal/KB/ArticleDet?ID=131244

https://policies.unc.edu/TDClient/2833/Portal/KB/ArticleDet?ID=131244


Protect sensitive information 

▪ If you work with sensitive, University-owned information via your computer, 

ask your technical support staff if appropriate protections are in place. If 

you do not have local technical support, please don’t hesitate to contact 

the ITS Service Desk at 919-962-HELP. You may be referred to the 

Information Security Office for some types of questions.

▪ If you are the system administrator for a UNC-Chapel Hill server that works 

with sensitive, University-owned information, make sure the server is 

registered for the System Administration Initiative (SAI). 

(https://sai.unc.edu/getting-started/sys-admin-training/).

http://help.unc.edu
https://sai.unc.edu/getting-started/sys-admin-training/


Reporting a security incident

▪ If you believe sensitive, University-owned information or critical systems 

are in danger:

• Without delay, call the ITS Service Desk at 919-962-HELP (24 hours a 

day, 7 days a week).

▪ The Service Desk may refer you to an Information Security Office incident 

handler. If so, don’t forget to provide a telephone number at which an 

incident handler can reach you.

▪ If your report is referred to the Information Security Office, DO NOT try to 

fix the problem. For example, for malware infections, stop using the 

computer until you receive a call from an incident handler usually within 

30 minutes. Do NOT run any anti-malware scans on the computer.

https://help.unc.edu/


6 tips for protecting sensitive information

• Use safe password or passphrase habits

• Recognize phishing attempts

• Use 2-Step authentication and beware of workarounds

• Maintain and update your computer’s security settings

• Securely access UNC-Chapel Hill data when working remotely

• Beware of insider threats



1. Use safe password habits

• Your password or passphrase is the key to your “kingdom”. It gives access to your digital world, 

including the power to view or change information such as your sensitive emails, issue password 

resets, or change bank information. You should make your passphrases hard to guess and you 

should protect them like you would protect the keys to your house or car.

• Create long passphrases (15 or more characters, containing multiple words or a sentence)

• Long passphrases can be easy to remember, but difficult to crack!

• Don’t use the same passphrase on more than one account

• When phishers successfully steal a set of credentials, they frequently try to use those 

same credentials on other services that you might use, such as Gmail, Facebook, 

SnapChat, TikTok etc.

• Don’t share your passphrases with anyone.

• Don’t use commonly available information about yourself (like your birthday).

• Don’t put them under the keyboard, etc.



1. Use safe password habits

▪Use a password manager (We recommend LastPass)

(https://lastpass.unc.edu)

• It keeps all of your passphrases in an encrypted 

vault.

• It automatically fills in login information.

• You don’t have to remember passphrases or write 

them down.

• It can be used across multiple devices.

• It encourages using unique passphrases for every 

account.

• There is a robust free version available.

https://lastpass.unc.edu


2. Recognize Phishing

Phishing (pronounced ‘fishing’) is emails, phone calls (called “vishing”), or 

text messages sent by criminals posing as legitimate businesses, 
organizations, or names you are familiar with, for the express purpose of 

tricking you into giving access to your sensitive information, including your 

user ID, password, credit card number, and any data that your account has 
access to.



2. Recognize Phishing

There are some telltale signs in phishing messages that can help you identify 

them. Keep in mind, they are trying to trick you into providing 
information. Below are some common traits that are found in phishing 

messages. Phishers are constantly changing their tactics, so, a phishing 

message may contain some of these, or none of these.

• Claims that something bad will happen if you don’t take action

• Has a sense of urgency

• Contains a “forged” link or has an attachment that contains a forged link

(examples are in the slides ahead)

• May have bad grammar and/or misspelled words – but not always

• May add signature lines and copyright symbols to make it look official

• Is not normal behavior from somebody you know

• May just not “feel right” - (Trust your gut!)



2. Recognize Phishing

Notice the absence of accurate information in the From line :



2. Recognize Phishing

Pay Attention to the “From” line!

In many cases, you can identify a phishing message just by examining the From line of 

the message more closely. Phishing messages may appear to come from somebody 

or something you know (friend, coworker, helpdesk, Chancellor, bank, etc.), but are 

actually coming from an outside source.

• Don’t rely on just the name that you see, especially if it’s one you are familiar with.

• You must check the actual email address that is in the From line.

• In Outlook, open the Contact Card.

• On the iPhone, touch the name to expose the address.

• Is it a unc.edu address? Most UNC units use an address that ends with 

unc.edu. For example, smith@unc.edu or smith@med.unc.edu.

mailto:smith@unc.edu
mailto:smith@med.unc.edu


2. Recognize Phishing

Beware of Impersonation Attempts

• An emerging strategy of attackers is to use forged From line credentials to 

engage in a conversation with users, pretending to be a familiar person 

(such as a supervisor), culminating in asking for gift cards or other 

financial items in strange circumstances.

• Examples might include names like: chancellor.unc.edu@gmail.com or 

Mary.Smith.unc.edu@yahoo.com. 

• Phishers will also sometimes use spoofed domains that look similar to 

unc.edu like – unc.edu.pk or unc.edu.pl

mailto:chancellor.unc.edu@gmail.com
mailto:Mary.Smith.unc.edu@yahoo.com


2. RecognizePhishing

Impersonation Attempts Continued

•If using Outlook (mobile or desktop) you will see a warning that an address is 

outside of the UNC system.

•While we do conduct communications outside of the system, if a message is 

pretending to be from internal personel this could be a warning sign that 

something is wrong.



2. Recognize Phishing

• The scam works by engaging in conversation via e-mail with a 

sense of urgency using excuses like "I need a favor for a party I'm 

attending this afternoon" and maintaining that other channels of 

communication are unavailable using excuses like "I am in a 

meeting".

• The victim will be asked to go purchase items like gift cards and 

email the relevant information.

• If you receive a message like this, immediately contact the person 

allegedly sending the e-mail via a different channel of 

communication to verify (like on the phone). 

Impersonation Attempts Continued



2. Recognize Phishing

Look closely at the “To” line:

• Is there a To line? If it’s missing, then the message was a BCC (blind 

carbon copy) to you and possibly many others. That’s usually a telltale 

sign.

• Is it to you? Does your name actually appear in the header? If not, it’s 

likely a BCC. Again, usually not a good sign.

• Is it the same name as the From line? Phishers will frequently put the 

same name in the From line as in the To line. That’s unusual behavior for 

legitimate mail senders.

• Is the To line blank? Another sign that it’s a BCC.



2. Recognize Phishing

Notice the absence of accurate information in the To line:



2. Recognize Phishing

Lookout for Forged Links!

A forged link is a link that is labeled with one address, but actually takes you to a 

different address. When you place your mouse on the URL and hover without clicking, 

you will see that it is different than what you initially see on the screen. Forged links 

are very common in phishing messages.

The image above is a forged link from a phishing message received at UNC. Notice 

that the link looks like www.unc.edu, but, when you roll your mouse over the link 

(without clicking) it is something completely different that has nothing to do with 

UNC. (On a smartphone you can press and hold your finger down continuously to see 

the URL.)

Remember: Hover to discover!

http://www.unc.edu/


2. Recognize Phishing

If you receive a suspicious communication,

• Don't respond! Responses only increase the likelihood that phishing 
will continue.

• Don’t click on any links in the message.

• Report the phish, by forwarding the message as an attachment to 

phish@unc.edu to the Service Desk. See instructions in this 

help.unc.edu article.

• Delete the message from your mailbox.

If you mistakenly click on a link in a suspicious communication,

• Contact the ITS Service Desk. They will help you determine if any 

action needs to be taken.

mailto:phish@unc.edu
https://help.unc.edu/sp?id=kb_article&sys_id=6c7a2520db8fb3c0227afe21399619ac
http://help.unc.edu/


3. Beware of 2-Step Workarounds

2-Step Verification has been implemented for our email 

system (Office 365) as well as many other applications 

housing sensitive data.

2-Step Verification doesn’t prevent you from clicking on a 

phishing link, but it makes it much more difficult for 

phishers and hackers to get to our systems, even if they 

have your password.

Unfortunately, the bad actors know this and have made 

attempts to get around our 2-Step protections through 

social engineering.



3. Beware of 2-Step Workarounds

To help prevent this, the basic rule of thumb is to never 

accept a 2-Factor authentication request that you did 

not initiate yourself.

This could come through a phone call, if you registered 

a phone number, or through a “push” to your mobile 

device. DUO can show you the location the "push" is 

coming from, so be sure to closely examine the 

request.

If you do receive a random request for the second 

factor, then your credentials may have been 

compromised and the bad actors are attempting to get 

into your account.

If this happens, you should change your Onyen

password immediately and notify the ITS Service Desk 

at 919-962-HELP.



4. Maintain and update your computer’s 
security settings

Intruders can leverage software vulnerabilities to break into 

your system. It is important to keep your operating system 

and applications patched to reduce those vulnerabilities.

▪ UNC faculty and staff should ask their departmental IT 

staff to make sure their desktop and/or laptop computers 

are configured to receive automatic updates so that they 

receive the most current patches each month.

▪ If you do not have departmental IT staff, the ITS Service 

Desk provides instructions regarding how to update your 

operating system, web browser, or web applications (Java, 

Acrobat, Flash).

▪ Qualys BrowserCheck: This free tool can help you identify 

and resolve browser vulnerabilities.

• https://browsercheck.qualys.com/

http://help.unc.edu/
https://browsercheck.qualys.com/


5. Securely access UNC-Chapel Hill data

UNC-Chapel Hill invests heavily in ensuring the security of the campus data 

network. It is important to only use approved solutions for remote access.

• When you need to access the campus network from off-campus, VPN 
(Virtual Private Network) software connects you as securely as if you were 

on campus. Approved VPN software can be obtained for free 

from http://software.sites.unc.edu/shareware/#v.

• Zoom or Microsoft Teams (using your UNC credentials) are the approved 
solutions for video and audio conferencing. Access your UNC Zoom 

account for free from https://zoom.unc.edu

• For additional security, the campus VPN requires Duo 2-Step Verification 
to complete your login, learn more at https://its.unc.edu/2-step/

http://help.unc.edu/helpdesk/
http://software.sites.unc.edu/shareware/
https://zoom.unc.edu/
https://its.unc.edu/2-step/


5. Securely access UNC-Chapel Hill data

• When using a wireless device on campus, eduroam is the preferred 
network.

• Instructions on how to connect can be found here.

• Check with the ITS Service Desk or contact your local technology support 

if you need assistance in setting up your VPN, Zoom, or wireless 
connection.

http://help.unc.edu/helpdesk/
https://help.unc.edu/sp?id=kb_article&sysparm_article=KB0010156
http://help.unc.edu/


6. Insider Threats

As a research university, we may be vulnerable to damage from an insider—someone who 

has legitimate or illegitimate access to our information or research and provides that 

information to a foreign adversary. Insider threats could begin as early as the application 

phase when applicants might be directed by foreign governments to seek enrollment in or 

employment with universities or research institutions with access to desired programs and 

persons.

Some of these behaviors might indicate a potential insider 

threat:

• Insists on working in private

• Volunteers to help with classified or sensitive work

• Expresses an interest in covert activity

• Attempts to gain access without a need to know

• Takes classified or sensitive material home without authorization

• Unnecessarily photocopies or downloads sensitive material

If you suspect an insider threat, please contact Campus Police or the Information Security Office.

http://help.unc.edu/helpdesk/


Security & Privacy, a Partnership

• Security and Privacy are separate disciplines but are closely connected to 
ensure that information is protected and properly used according to 
applicable legal and regulatory requirements.

• Security focuses on how electronic information is protected while privacy focuses on 
which electronic, paper, or oral information must be protected, including ways 
information may be accessed, used, or disclosed.

• The Institutional Privacy Office (IPO) (privacy.unc.edu) is the centralized 
office that monitors compliance with state and federal privacy laws and 
regulations that impact the University.

• The IPO provides guidance to all areas of the University on the appropriate use and 
disclosure of and access to information collected, used and retained by the University.

• Consult with the IPO (privacy@unc.edu) on privacy matters related to 
FERPA, GDPR, the Health Insurance Portability and Accountability Act 
(HIPAA), research projects, or the use and collection of Social Security 
numbers.

http://help.unc.edu/helpdesk/
https://privacy.unc.edu/
mailto:privacy@unc.edu


All faculty, staff and students are expected to  

comply with  UNC Information Security policies. 

To become familiar with the policies, see the ITS 

Policies, Procedures, and Guidelines website:

http://its.unc.edu/about-us/how-we-operate/

http://its.unc.edu/about-us/how-we-operate/

